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W h a t  i s  I D  
t h e f t ?  

The crime of using another 

person’s personal information, 

credit history or other identifying 

characteristics to make 

purchases or borrow money 

without that person’s permission.

?





Data is stolen 
during your 

online activities

A friend, 
relative, 

employee or 
stranger steals 

your data

Information is 
stolen and 

exploited from 
a place where 
you’ve done 

business

C o m p u t e r  

C r i m e

Wallet, 
checkbook, 

credit cards, or 
mail is lost or 

stolen

P e r s o n a l  

B e t r a y a l

D o c u m e n t  

l o s s

B u s i n e s s  

L e a k s
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S t e a l  w a l l e t ,  m a i l

D u m p s t e r  d i v e  

R o b  h o u s e  o r  b u s i n e s s

E m a i l  s c a m s

A T M ,  c r e d i t  
c a r d  s k i m m i n g

C o r p o r a t e  d a t a  

b r e a c h e s

P h a r m i n g

P h i s h i n g



P H A R M I N G :  
A  p r o c e s s  t h a t  

s t e a l s  i n f o r m a t i o n  

f r o m  u n s u s p e c t i n g  

i n t e r n e t  u s e r s    







PHISHING

A practice that online 
fraudsters use to 
“fish” for confidential 
passwords and 
financial data from 
the “sea” of internet 
users using email.





The fraudulent 
practice of sending 
text messages 
purporting to be from 
reputable companies 
to get victims to 
reveal personal 
information.

SMISHING
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MONITOR YOUR 

CREDIT REPORT

You can receive your credit report 
ONLINE or by MAIL

Central Source LLC
P.O. Box 105283
Atlanta, GA 30348-5283

Phone: 877-322-8228

annualcreditreport.com



MONITOR YOUR

CREDIT REPORT



ACCESS YOUR FICO SCORE

• Score Simulator

• FICO® Score and Score Factors

• Payment History

• Amount of Debt

• Credit History Length

• Amount of New Credit

• Credit Score History
USSFCU.ORG/FICO

https://www.ussfcu.org/services/account-services/experian-credit-fico-score.html


o M i x  i t  u p  –  d i f f e r e n t  f o r  

e a c h  a c c o u n t

o O n  y o u r  p h o n e  a n d  

c o m p u t e r  t o o

o U s e  a  p a s s p h r a s e  

i n s t e a d  o f  a  p a s s w o r d

USE STRONG PASSWORDS

NowIsTheTimeForPumpkins1999



PROTECT YOUR 

ACCOUNTS

Use two-factor 
authentication (2FA) 

Set up account alerts 

Utilize card controls

Never share your 
credentials

Regularly monitor account 
activity



Steer clear of suspicious websites and links

Know how scammers tell you to pay.

Don’t give out your personal info to a 
caller, or through email

Be Vigilant

Resist the pressure to act immediately. 

Block unwanted calls and text messages. 
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Unexplained charges

How would 

you know? 

Not receiving bills 

Denied credit for no reason

Inaccuracies on credit report

Collection calls

Receiving credit cards, you didn’t 
order



TAKE ACTION

Contact Government Authorities – identitytheft.gov



TAKE ACTION

Contact Creditors and Financial Institutions



TAKE ACTION

Contact the Credit Bureaus



TAKE ACTION

Contact Local Authorities



TAKE ACTION

Maintain Good Records & Follow-up



K n o w  y o u r  r i g h t s

B e  a n  e d u c a t e d  
c o n s u m e r

TAKE

ACTION

A  n o t e  o n  o t h e r  
s c a m s . . .



✓We diligently monitor accounts and verify suspicious transactions.
✓We take extra precautions to confirm member identity.
✓We provide 24-hour phone support for lost or stolen cards.
✓We offer the ability to change personal identification numbers (PINs) on 

USSFCU cards at USSFCU ATMs.
✓We do not hold members liable for unauthorized transactions on their 

USSFCU cards.
✓We adhere to the "Know Your Customer" process to verify our member's 

identity.

We are TAKING ACTION to keep your 
personal information safe...



• Member Services: 800.374.2758
• Secure Messaging: my.ussfcu.org 
• Log in to my.ussfcu.org to verify account transactions
• Check our website: ussfcu.org for fraud notifications 

Personal information includes your credit card 
number, member number, social security 
number, date of birth, etc. 

Report Fraudulent Activity Immediately 

USSFCU will never ask you for your personal 
information via text or email. 
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